nw
o aun eoent, print the place where
alSm("features”]:
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e \n")
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THE PROBLEM

Three customers sent 61% of all API traffic last month. When
one of them ran a backfill on 9 September, p99 latency for
everyone else went from 180 ms to 2.4 seconds.

We have no per-key limits today. The only protectionis the
load balancer, which drops requests at random once it is full.

61% 2.4s

TRAFFIC FROM 3 KEYS P99 DURING BACKFILL
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PPPPPPPPPPP

A token bucket per AP| key, stored in
Redis, checked at the gateway before any
request reaches a service. Every
response says how much budget is left.
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generous on purpose

Bucket size Refill rate 429 response
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Rollout plan

Week 1: shadow mode
Week 2: talk to heavy users

Week 3: enforce

<1% 0.4ms
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this Monday

Risk Owner Rollback

il Made with MagicSlides



